THE PAPERLIGHT PRACTICE

Manual v Computerised Records: The current situation
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Introduction

Nearly all practices now have a computer, but the ways in which it is used vary enormously from practice to practice. They are likely to be the single most important (and expensive) piece of equipment in the practice. There has been a steady trend towards increased computerisation within primary care. Some practices now consider themselves to be paperless or to be more correct paperlight, while others are still predominantly using manual records and paper-based systems within their practice.
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Record Keeping

?       Why keep medical records

There are several reasons why it is important to keep medical records:

· It is part of your terms and conditions of service under NHS Regulations

· Medico-legal reasons

· Clinical governance

· As a record of what happened at a consultation for future clinical reference

· Help provide care for patients and in particular continuity of care

· Audit

· It is one of the GMC requirements in its publication Good Medical Practice. It states that doctors must keep records that report: relevant clinical findings; decisions made; information given to patients; drugs or other treatments prescribed. Records must be clear, accurate and contemporaneous.

      www.gmc-uk.org/standards/default.htm  and 

      http://www.medicalprotection.org/assets/pdf/booklets/records_gps_essential.pdf
Medical records include hand-written notes, computerised records, letters, lab reports, radiographs, printouts from monitoring equipment, photographs, videos and tape-recordings.


                   Write down all the tasks that a computer in primary care can be used for. Then compare it with the list below at the bottom of the page.

The Department of Health’s intentions.

Plans are well under way for the introduction of an electronic patient record as outlined in the department of Health’s document Information for Health: An information strategy for the modern NHS 1998-2005, published in 1998 www.nhsia.nhs.uk/def/pages/info4health/contents.asp and updated  in 2001 with Building the information core- implementing the NHS Plan www.nhsia.nhs.uk/def/pages/info_core/overview.asp .

The main proposals for the development of electronic records include:

· Organisational records recording treatment of a patient will become electronic and known as Electronic Patient Records (EPRs), and a subset of them will contribute to a lifelong record of a patient’s healthcare: the Electronic Health Record (EHR)
· Increased availability of medical information about a patient to relevant health care professionals

· It should: enhance the process of medicines management, out of hours and emergency management of patients; avoid duplication, and improve audit

· Patient involvement in their EHR

           The electronic patient record should improve communication at the primary/secondary interface            and hopefully reduce some of the risks currently associated with this domain.

           Useful website: www.nhsia.nhs.uk/erdip/pages 

Possible uses of a computer in primary care:

· Record of a patient encounter/consultation

· Claims

· Appointments

· Registration: age/sex register; patient details

· Chronic Disease Management: register/call/recall/templates

· Message handling

· Referrals: producing them inc voice recognition software; sending them

· Audit: clinical and non-clinical; searches

· Repeat Prescribing

· Result Handling e.g. Lablinks

· Communication: within practice; with other members of PHCT; with other organisations and individuals

· Internet as a resource

· Intranet for use within the practice to store e.g. practice protocols, important reference documents

· Training and education

· Storing data e.g. personal development plans

· Scanning letters so available as part of patient record

· Practice website

· Use of various software packages e.g. Word/Excel/Powerpoint

· Processing Digital Photography/ Telemedicine

Other advantages of becoming paperlight include

· No lost notes
· Avoids duplication
· Avoids illegible handwriting
· Notes are often untidy and difficult to find the relevant information
· No need to draw notes for each surgery
                    With the Government intentions for increased computerisation in Primary care and the large 

                    number of possible uses, can you think of any disadvantages of computerisation?

                    Compare your list to the list below.

Disadvantages and problems with increased use of computers in Primary Care

· Computer failure: As a practice becomes increasingly reliant on the computer, so the consequences of it crashing or failing become greater. To reduce this risk it is important to have optimal software and hardware support, antiviral mechanisms and perform regular back ups. On many systems the appointments can be backed up separately. Other options include the PCT having a backup server which could be taken to a practice whose server had failed. Scanned letters take up a lot of hard disk space and this can quickly become full.

· Cost: although the cost of computers is reducing, the cost of running cables throughout a practice to allow networking, and to supply all the necessary hardware and software is a substantial amount. Currently, many PCTs fund 50% of the cost. Many items will become out of date within 5 years and need replacing. There are also considerable ongoing costs in terms of training, and disposables e.g. ink cartridges, printing paper.

· Paper: although being paperlight is meant to reduce the amount of paper in circulation it can have the opposite effect. As more data is stored on computers, so there is more that can be printed off and made available e.g. from internet sites. Practices need to try and store and view as much as possible electronically to minimise this.
· Branch surgeries: some practices find it difficult to computerise the branch surgery and link it to the main surgery
· Home visits: Unless a palm or laptop is used, the full record is unlikely to be available. Practices partially solve the problem by giving the visiting Dr a computer summary printout.
· Transfer of patients from another practice: see below.
· Security and confidentiality concerns: see below
· Variability of use and quality between different members of the practice: see below.e.g technophobic senior partner.
· Staff time: more time spent summarising and scanning. However less time filing letters and results

Necessary requirements to become paperless

If as a practice you wish to keep electronic records and stop keeping manual records, you will need to fulfil the following:

1. The practice must be properly registered with the Data Protection Commissioner

2. The practice must use an accredited computer system (RFA99). Further information is available from :
http://www.nhsia.nhs.uk/sat/specification/pages/rfaspec.asp  Requirements for Accreditation, RFA99.

3. Your computer software’s security and audit functions must be enabled at all times
4. All partners in the practice must show that they are aware of and have signed an undertaking that they will have regard to Good practice guidelines for General Practice Electronic Patient Records.(1) www.doh.gov.uk/gpepr 
5. You must receive consent from your Primary Care Organisation who will want to check that you have satisfied all the above and a number of other criteria. 

? So do you think it is a good idea for your practice to move to becoming paperlight?
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How to move towards a paperlight practice

Many practices are somewhere between being paperlight and having complete manual records:
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Significant event audits or Practice development plan meetings can be a stimulus for change. As always staff and colleagues need to perceive the need for change and have ownership of it. The effectiveness of the computer will be limited by the least proficient user. Training will be important. Visit another practice who are further down the line than you.

A lot of duplication happens in many practices with some consultations being documented in the notes, others on the computer and some in both. Data and patient information is stored between 2 modalities, so that the repeat prescribing is on the computer but the letters and results are in the notes. This is less than ideal from a risk management point of view.

At some stage you will have to bite the bullet and agree a date from which everyone will writeon the computer only and not in the notes and things will follow from there e.g. lablinks, scanning, message handling, referrals.

Someone needs to take on the role of being lead IT person for the practice – it doesn’t have to be a Dr. 

Data Entry

Once you have decided to make more use of the computer in your practice, one of the key issues is quality of data entry. If most of the information is entered in a freetext fashion, then some of the advantages of being computerised will be lost. This is particularly relevant in the fields of disease registers, call and recall for chronic disease management. This will become more important financially with the quality markers in the new GMS contract. If you can’t demonstrate that you recorded someone’s blood pressure, then you won’t get paid, even if you have done it!!

The only solution is to Read Code as much as possible. It is likely that a new coding system will come into use over the next few years called Snomed. To encourage Read coding many practices utilise templates which will automatically Read code data if they are used.

Other issues to consider are the correct summarisation of existing records onto the computer – the most important aspect is to code main diagnoses. It seems that the gold standard for this is to have someone with clinical experience to do it e.g. a retired nurse.

New patients also present a challenge when their records arrive. At present it is not possible to transfer patient information electronically directly between practices. However pilot projects are currently underway and hopefully it will soon be possible. This will save an enormous amount of time and improve accuracy. At present the practice receives a printout that looks a bit like a long kitchen roll of data that has to be re-entered back onto the computer.

In 2000 the NHS information authority launched a new no-charge training and support service specifically designed to help primary care organisations take full advantage of their computer systems. It is called Primary Care Information Services (PRIMIS). www.primis.nottingham.ac.uk . Many practices have MIQUEST on their systems which is a tool to extract data from different types of clinical computer systems using a common query language. It is the tool that most PCTs use to carry out annual searches on practice data (with the practice’s permission)

Security

There have been a lot of concerns about security of patient information held on practice computers, both from individual hackers and misuse of practice data by NHS or other organisations. There are 2 important pieces of legislation:

1. The Data Protection Act 1998: came into effect 1/3/2000. All organisations that hold data relating to 3rd parties must be registered with the data comissioner. 8 principles. Drs and staff should be aware of these principles. www.dataprotection.gov.uk 

2. Freedom of information Act 2000: All NHS organisations inc GP Practices have until 31/10/03 to tell the public what information they hold. Types of information include organisation structure, services, financial information, complaints procedures, health and safety. It was designed to help the public understand how public bodies work and spend tax payers’ money. There is an on-line tool: www.foi.nhs.uk/impl_indep_home.html .

3. Good practice includes(1):

· Everyone has an individual password, changed every 3 months.

· Daily back up of data, stored off site or in fireproof safe

· VDU screens out of sight of public

· Log out when leaving computer. Early cut in for screensavers ? password protected

· Any unwanted paper containing patient details must be shredded, not thrown in the bin

· The NHS IM&T security manual is available from nww.nhsia.nhs.uk/security/pages/library (note nhs    net site)

Medico-legal issues

With the introduction of the Civil Evidence Act (2000), computer documents are now admissible in court (providing suitably authenticated). This has yet to be fully tested in the courts but is likely to be the case.

We have all struggled to read written entries in the notes from our predecessors that are both minimal in the extreme and illegible. This is no longer acceptable. It is beyond the scope of this paper to discuss in detail what should be included when documenting consultations. However it is import to point out that all patient contacts should be documented (home visits, consultations at the surgery and telephone calls). This is necessary from both a medico-legal point of view and to facilitate continuity. 


No attempt should be made to alter records (manual or computer) retrospectively. Corrections or additional information should be entered under a separate heading with the date showing when the additional entry or correction was made.

In order to ensure the authenticity of records you should not share your password with others or leave a computer that you have logged onto for others to use. Otherwise entries will be made by others which will be attributable to you.

The last issue is whether it is OK to shred paper letters and results once they have been scanned in. From the terms of service it is fine. From a medico-legal point of view there are still concerns as to how admissible computerised records will be as evidence in court. If there are no paper records it is likely that they will be providing there is a verifiable audit trail to confirm authenticity. Further information is available in the BSI publication: “legal admissibility and evidential weight of information stored electronically” (1999) – it sits on the fence!!)

Health and Safety Issues

A review of the following will need to be included:

· Work stations and positioning of  computers
· Glare screens
· Seating
· Mouse rest supports
· Eye tests for staff
· Sufficient breaks from using the computer
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Groupwork

· There are a lot of issues here to discuss

· You might like to consider where your practice is on the progression to becoming paperlight and discuss how you might take it further
· Try and consider devising a protocol for data entry in the practice e.g. how are  you going to ensure that data is entered in a similar fashion by different users and how is summarising and Read coding going to occur e.g. for hospital letters and discharges.
Mark Dinwoodie           Oct 2003
THINK





Where do you think your practice fits along this spectrum?





Example: A mother phones the surgery on two successive days about her son who is unwell and is given telephone advice each time. She phones again on the third day and speaks to a different Dr who is not aware that she had phoned the previous 2 days as nothing has been recorded in the notes. He gives her telephone advice, whereas if he had been aware that she had called on 2 previous occasions, he would have arranged to see the child rather than just giving telephone advice
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How would you try and encourage your practice to become more paperlight?





Least proficient user





Most proficient user








